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CREATING AN OPEN SOURCE OF KNOWLEDGE FOR PRIVACY PROFESSIONALS
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The byDefault project is funded by the Citizens, Equality, Rights and Values Programme (CERV)
of the European Union and is coordinated by the Hellenic Data Protection Authority.

Views and opinions expressed in this newsletter are those of the project partners only and
do not necessarily reflect those of the European Union or European Commission. Neither the
European Union nor the granting authority can be held responsible for them.
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Goals

PROMOTE the creation of an open source of knowledge for DPOs and privacy

professionals.

https://bydefault-project.eu/

RAISE data protection and privacy awareness among the critical social group of children.
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and privacy professionals

Identificationtofineedsiofiprivacylprofessionals

As mentioned in Newsletter Issue 1 one of the key objectives of the project byDefault is
the creation of an e-platform for the cooperation and exchange of views of DPOs and
data protection professionals.

To achieve this, it was necessary to carry out a survey, among privacy professionals,
first of all to identify those professionals and furthermore to point out as accurately as
possible their needs and concerns on data protection related matters and to specify the
main thematic areas on which the platform should focus during its initial operation.

Resultslofithelsunveyfatfalglance

Number of professionals who took part in the survey: 371.
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and privacy professionals

Following the findings of the survey, two seminars were held; the first seminar took place
on May 29 at the University of Piraeus and the second one (with the same content)
was held on-line on June 1%. During the seminars the participants became acquainted
with the e-platform. They also had the opportunity to raise questions on the platform
operation and make constructive comments in relation to its use.

Launch of the e-platform
< expected in —
September 23!
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fleacherslliiaining

Another key goal of byDefault project is to prepare school teachers —by means of an
online training course—to better understand the importance of personal data protection
and be able to pass on this knowledge to their students.

The design of this online course on personal data and privacy awareness among the
critical social group of children for in-service teachers aims to provide a comprehensive
and engaging learning experience. By incorporating key principles of adult learning
theory, interactive content, and practical examples, a learning environment will be
created that will foster active participation and deep understanding.

Throughout the course, participants will be equipped with essential knowledge,
strategies, and resources to safeguard personal data and promote digital privacy in their
classrooms.

RhinCiples

The online teachers’ training course on personal data protection and privacy will be:

e Student-Centered: The course shall focus on protecting students’ personal data
and empowering teachers to help students protect their own data.

e Practical and Relevant: The course shall provide practical guidance that teachers
can apply in their own classrooms and relevant to the specific context of their teaching.

¢ Interactive and Engaging: The course shall use a variety of interactive and engaging
activities to help teachers stay motivated.

e Ongoing Support: The course shall provide ongoing support to teachers, including
resources, online communities, and coaching.

e Collaborative: The course shall encourage collaboration and networking among
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teachers to share best practices.

e Customizable: The course shall allow for customization to meet the specific needs
and goals of individual teachers.

General

The general objectives of the course are achieved through 7 modules (each one further
divided in sub-modules):
e Modulel:Introductionto personal data protection—Competent bodies—Definitions
and Terms
e Module 2: Data protection principles — Lawful processing
e Module 3: Transparency — Data subjects’ rights
Module 4: Cyber-threats against personal data — data security
Module 5: Profiling — Tracking technologies
Module 6: Privacy settings — Personal data management
Module 7: Dark patterns in social networks

fidiningiVlaternial

The training material comprises a variety of elements in an attempt to provide a
comprehensive and engaging learning experience to in-service teachers with the aim to
cultivate and strengthen the data protection awareness culture and philosophy.

The modules of the training course will include basic and complementary material,
such as: presentation files, videos, scientific articles, case law of the Data Protection
Authority, guidelines of the European Data Protection Board, provisions and legal texts,
press releases, links and images.
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The material also includes interactive evaluation and practice activities with suitable
feedback such as complete closed-type activities (multiple choice, true/false), answer
in writing open-ended questions, participate in discussions in the forum, encrypt data
files using an open tool, produce a report using an automated cookie control tool.

learning{ebjectives!

The project aims to enable participating teachers to:

e Define personal data protection and privacy and explain why it is important in the
context of education.

¢ Identify common types of personal data that are collected and stored online in
educational settings.

e Understand legal and ethical obligations for protecting personal data in the school
environment.

e Evaluate the risks associated with personal data breaches and develop strategies to
mitigate those risks.

¢ Implement best practices for protecting personal data.

e Explain the importance of educating students on personal data and safe online
behaviour.

e Conduct an audit of their own personal data practices and make changes to ensure
compliance with legal and ethical obligations for personal data protection and privacy.

Teachers training

starts in
October 23!
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