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15 COURSES (PRACTICAL AND THEORETICAL MODULES)

1) General Data Protection Regulation - basics
2) Principles of data protection

3) Legal bases for processing personal data
4) Privacy policy

5) Data protection officer x»
6) Data protection impact assessment ' v

7) Records of processing activities ,
8) Agreement between the data controller and data processor V
9) Organizational measures

10) Technical measures

11) Video surveillance

12) Cookies

13) Rights of the data subject

14) Transfers of personal data to third countries
15) Data breaches
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ARC2 Project for SMEs: Introducing Olivia - Your Simplified Solution for GDPR Compliance
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v Small and medium-sized enterprises (SMEs) play a key role in the European economy. These enterprises are often described as the
backbone of the economy as they constitute the majority of businesses in Europe (more than 95% of all enterprises in EU are SMEs)

v" In order to support SMEs, the European Union continuously implements various initiative aimed at strengthening the capacities of
small businesses and promoting their growth and competitive position

v" The goal of the EU co-funded ARC2 project is to facilitate SMEs in complying with the General Data Protection Regulation, reduce
administrative burden and financial costs, and help them realize that aligning with data protection regulations will enhance their
business operations and enable them to build a relationship of trust with their customers/clients

v" Despite more than six years since its enforcement, many SMEs continue to struggle with GDPR compliance, and there is a pressing
need for the development of practical guidance and digital tools that can be easily replicated in other Member States, tailored to
meet the specific needs of SMEs and streamline theirimplementation of GDPR obligations
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v ARC 2 Consortium comprised of Croatian Data Protection Authority, Italian Data Protection Authority, Faculty of Organisation and

Informatics, Croatia, Vrije University Bruxelles, University of Florence decided to address the needs of the Croatian and Italian SME in
relation to GDPR compliance by:

Croatian Personal
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2) Hosting 20 GDPR workshops in Croatia and 20 in Italy where SMEs can receive hands-on assistance to address theirindividual GDPR compliance
challenges

3) Launching an awareness campaign in Croatian and Italian media targeting SMEs and the general public, alongside the develop ment of educational
materials and 10 informative videos

4) Organizing 2 validation workshops
5) Hosting 2 intemational conferences in Zagreb and Rome to disseminate the project's outcomes
6) Running a social media campaign to promote the digital tool Olivia and encourage its adoption by SMEs

7) Drafting a Handbook on personal data protection tailored for SMEs
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v The main output of ARC Il project is open-source, interoperable web tool Olivia, easy to use and free of charge, aimed to help SMEs to comply with
GDPR and national Croatian and Italian data protection legal framework

v" The main objective of the Olivia web tool is providing practical support to Croatian and Italian SMEs in the implementation of the data protection
legislation (GDPR, but also Italian and Croatian national legislation) and principles in the day to- day business activities

v’ Olivia offers 15 data protection courses that encompass all key responsibilities for data controllers/processors outlined in the GDPR. Each course
includes both theoretical and practical modules

v In theoretical part SMEs can go through lessons to learn about the specific obligation from the GDPR, they can watch educational video and afterwards
they can take a test to test their knowledge

v’ After watching a video and reading the short educational materials, the user will need to fill out the questionnaire (quiz) regarding topic in question to
test his/her knowledge. After the successful completion of the questionnaire (at least 80% correct answers), the user will receive a certificate as a
proof of completion of certain theoretical module

v In the practical part, SMEs have the ability to create essential "GDPR documents" that can assist them in demonstrating their compliance or
evaluating the level of compliance within their organization

Awareness raising campaign for SMEs Il — ARC I Olivia- virtual assistant for GDPR compliance
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15 courses on following topics:
1) GDPR basics 9) Organisational measures

2) Data protection principles 10) Technical measures

3) Lawful basis for processing of personal data 11) Video Surveillance

12) Cookies and othertracking technologies

4) Privacy policy/notice

5) Data protection officer 13) Data subject rights

6) Data protection impact assessment 14) Data transfers
15) Data breaches

7) Records of processing activities

8) Contract between data controller and data processor

In addition, OLIVIA CONTAINS 20 WEBINARS IN ITALIAN AND CROATIAN ON VARIOUS DATA PROTECTION
TOPICS - permanently available in Olivia web tool, available free of charge to all the interested stakeholders
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GDPR topics

General Data Protection Regulation (GDPR) Basics
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Checkiist to verify the state of

Assess the level of compliance in your
compliance with the GDPR

organ ization/company

What | need to know about GDPR?

Olivia- virtual assistant for GDPR compliance
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After successfully passing the test, the user will receive a detailed report containing -
the correct answers and explanations, along with a certificate of completion.
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* 1. In my company, personal data processing takes place. We don't process personal data of clients or customers, but we process personal data of our employees.

No

* 2. In our company, we process at least one of the types of personal data listed below:
Personal data on racial or ethnic origin

- Political opinions
Religious or philosophical beliefs
Trade union membership

- Genetic data

- Biometric data processed for the purpose of uniquely identifying a natural person
Health data

- Data on a natural person's sexual life or sexual orientation

* 6. I am familiar with the laws governing the business activity of the organisation/company.

For example, if the company is a hotel, | am familiar with the Law on the Provision of Tourist Services; if the company is engaged in the sale of certain products, | am far

ith the Civil Oblieatinns A i
AW 4 -
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* 13. In our business, in most cases, we determine the reason why a certain data processing will be carried out (we determine the purpose of data processing not some other
company).

* 14. Regarding the cooperation of the organisation/company with other legal entities, does the organisation/company know how to properly define its role?
For example, the organisation/company has engaged another busi entity to store personal data that processes personal data in the cloud. Do you know if your
organisation/company is a controller or processor in this case?

) No

* 15. If the organization/company has a relationship between the controller and the processor, your organization/company include optional provisions in the data processing
contract.

O No

* 16. Although my company may identify itself as a data processor, it still makes decisions on certain aspects of the data processing process.

* 17. Do you make decisions together with another organisation/company on specific data processing operations?

O No
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9. | am well-informed about how long personal data that we process in our company should be kept.

=
o

Description:
Check out all the regulations that regulate your business and business activities you are engaged in.

Often, special regulations determine the storage time for a particular processing of personal data.

According to accounting regulations, workers’ salaries and an analytical record of salaries for which compulsory contributions are paid are kept for a certain number of years depending on national law, so, for example, personal data
contained in the accounting records are subject to a 10-year retention obligation.

If you have checked the specific regulations governing your business activity and the retention period is not specified, this means that the legislator cannot predict in advance how long you will need some personal data.
This is something organisations/companies should know. In this case, consider the time frame needed to obtain this information and set it according to your internal rules.

Set a time limit that you can justify and argue. Check the personal information you hold from time to time. If you no longer need it, either delete it, or anonymize it.

Please note that personal data may only be stored for longer if necessary for archiving, scientific or historical research purposes or statistical purposes.

For example, if you need to keep some personal information about your client in order to resolve any complaints, this may be considered a justified reason for storing the user’s data.

11. Persons whose personal data are processed by the organisation/company in which | work are aware that the organisation/company processes their personal data.

No

Description:
The organisation/company must be transparent towards the persons whose personal data it processes.

Customers, users, workers, third parties and all persons whose personal data are processed should be informed about who the controller is and why and how personal data are processed.

It is very important to point out that the language used by the organisation/society must be simple, clear and tailored to the persons whose personal data it processes. This should be taken into account in particular where personal
data of “vulnerable groups” such as personal data of chiidren or the elderly are processed.

Familiarise people with the processing of personal data in your organization/company for example by providing layered privacy notices on the site. If you do not have a website, you can put information about the processing of
personal data in a visible place (e.g. on a notice board or stand in the waiting room).

The Privacy Policy template can be found here: .....
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What is a privacy policy and why should you have one?
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GDPR topics

2 hour(s) 5 lessons 1quiz
Ovearview £550N Certificate &
. N - List of lessons
Privacy Policy/Notice/Statement Informing individuals on processing personal data varksscore | €
Introduction | SS——————
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Content of the privacy policy

~

% Compatibility with the GDPR
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e
processing personal data
[ i

é @ Quiz

®2zh L4 L important that it is clearly visible to individuals and easily found!

1 (it is ad

e and on all oth

FAQ

What is a privacy policy and why Create your own privacy policy
should you have one?

t is also important to stress that this document must consist of all the elements required by the provision of Article 13 of the

on; it should be immediately clear where
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Leam

What is a privacy policy and why should you have on -

2 hour(s) Stessons 1 quiz Create your own privacy policy

List of lessons Quiz results

1, The privacy pobicy/statement,/noticn o0 the geacesring of parsonal data ts an imternal statement governing the
srganization’s handling of personal data It is imtended fur or gani tatisni/ companies snd thair employees whe process
Personsl data to pive thes Insreclions oo how 10 protedt them.

recorded) struc

False
Falsa

2y wiah the GOPR Personal identifiers (common personal data)

Name and surname
Pt
E-mail address
Date of birth
. 2. The alm of the privacy pelicy « te inform data ssyects about thisdr data protectian rights and hew data cantrellees
¥ (ymak and medium jizod entarprises - argantzations companies) wse their data, %t s Important that esch dota
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persnnst data of its smployees 230d tustomery, 35 peopie Bave the right to know them, and this is » key requirement of
| G uiz the General Data Prutection Regutation [GOARY [Erinciple
Trus @ Gender
False
Marital status
O IP address or domain name of the computer through which individuals visited your website
O Location data (i.e. GPS)
Photographs (displaying individuals)
3. m privacy policy, urganizations ' companies shousd erplain to Indlviduals in 3 very comabes, unchear and genarsl may
what they da weth their persasal data Video records
fal ~ A
o2 ( O Audio records
Fatye -
O vehicle ration number

Personal data perceived as sensitive data
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Create your own privacy policy

Tellindividuals why you process their personal data {purpose of processing), state the legal basis for the processing and time period of
data storage

Choose alt that apply. For some chaices you wilt have to provide infor

Jegal bases, and retention periods,

a

a

Enter the type of data for the followsng statemant: (1)

enter type of data]) which we will keep for [enter how long you will keep i),

|enter type of datal) which we will keep for |enter how long you wilt keep it

Enter the type of data for the followin,

For the purpozes of the employment contra:

, we process your data [enter type of data]

chwe will keep far [enter how long you will keep i),
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Create your own privacy policy

Inform individuals about their rights
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Remeto 77
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Apply ' Repor "

Create your own privacy policy

Inform individuals about recipients of data/categories of recipients, data transfers to third countries and international organizations, and
automated decision-making involving profiling, if applicable

Tell individuals which measures you have undertaken to keep their personal data safe

We have implemented str

ct socurity messures to recuce the risk of a éata breach and misuse of your personal ésta, such as unavthonized caclosure and unauthorized
to your data.

<]
i

4]

* [Choose "Yes" ifitappl
The equipmant/premes

<]

which we store perzonal data i located in 3 secure enviroament with limated physical access {ie. lecked room

a
=]

* |Choose “Yes® if it appl hoosing “Yes” will prompt you to select the meas

rds, antivirus programs and other measures to prot

u are applying.

personal data (swch 21 encryption and preodonymization,

Cantiniang with the previous question, witch measures are you 3pplying to protect personal data?

Select statements that apply to your company. Some statements will open questions to enter additional information.

Only authal

person has access 1o porsenal deta, and the subsect matter we have regidated with our bylaws

point of view, and ¢

employees to keep them informed sbout their obb
zation.

atans ansing from the data protection b

al ot protection in ouw
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Olivia automatically generates a customized privacy policy in a Word document based on the information provided by the
userin the template form.

of arrival, date of departure.) in order to fulfill legal obligations in accordance with
regulation which we will keep for n years..

Privacy Policy/Statement on the processing of Personal Data Without the processing of your personal data, we are not able to conclude a contract
with you.

1. INFORMATION ABOUT THE DATA CONTROLLER

Hotel Opatija 4. TECHNICAL AND ORGANIZATIONAL MEASURES FOR THE PROTECTION

OF PERSONAL DATA

Address: Remete 77
We have implemented strict security measures to reduce the risk of a data breach and

Phone number: 098764980 misuse of your personal data, such as unauthorized disclosure and unauthorized access
to your data.

E-mail: hotel@opatija.hr
Data protection officer: dpo@opatija.hr The equipment/premises on which we store personal data is located in a secure
environment with limited physical access (i.e. locked room).

We use firewall, strong passwords, antivirus programs and other measures to protect

2. CATEGORIES AND TYPES OF PERSONAL DATA WE PROCESS personal data (such as encryption and pseudonymization).

We collect and process the following personal identifiers (common personal data): Only authorized person has access to personal data, and the subject matter we have

- Name and surname regulated with our bylaws.

- E-mail address

- Date of birth We regularly organize trainings on personal data protection for our employees to keep

- Home address them informed about their obligations arising from the data protection legal framework
- Age of the individual and to raise awareness on personal data protection in our organization.

- Gender

- Marital status

- Photographs (displaying individuals)

- Vidan rernrde
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Your right to object to processing
In certain circumstances, you have the right to object to the processing of your personal
data.
Your right to data portability 8. THE RIGHT TO SUBMIT A COMPLAINT REGARDING THE PROCESSING
You have the right to request that we transfer the personal data you have provided to OF YOUR PERSONAL DATA

another organization or to you, if the processing is based on a contract/consent.

If you have any concerns or remarks about how we use your personal data, you can
complain to us at dpo@opatija.hr.

If the processing of personal data is based on consent, you can withdraw it at anytime.

You can also file a complaint to the supervisory authority:
For withdrawing consent you can contact us on: dpo@opatija.hr, 098675980, Remete 77

Croatian Personal Data Protection Agency, Selska cesta 136, Zagreb, email:

azop@azop.hr
You can exercise your rights for free. We will respond to your request in one month.

g. PRIVACY POLICY CHANGES

COUNTRIES AND AUTOMATED DECISION MAKING We reg‘ularl}f update the pri.vacy policy.so that it ‘15. accurate and up—tc?—date., and we
reserve the right to change its content if we deem it necessary. You will be informed
about all changes and additions in a timely manner through our website in accordance
with the principle of transparency.

6. DATA RECIPIENTS/REcipient CATEGORY, DATA TRANSFER TO THIRD

‘We share personal data with third-party vendors and other service providers who
perform functions or services on our behalf and under our instructions to make our
services available to you. This includes:

- IT services
- Cloud services Last update: 08.06.2024.

- Payment service providers

- Delivery companies
- Website hosts

‘We may disclose your personal to third parties such as fraud prevention bodies and law
enforcement bodies to respect our legal obligations.

Ly hl
AGD winrds Xl Craatian (Craatia Tavt Bradicticne: On 52, Accacethiliqu- Invactianta ™ Erene
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Video surveillance and processing of personal data

2 hourls) 10 lessons 1 quiz

i B
Video surveillance and processing of Create a notice on the processing of Create Policy on video surveillance
personal data personal data through the video

surveillance system

LI | |1 B | (| | (I

& [ ol |
Theoretical module and two practical modules: Create a video Provisions on video surveillance (Articles 25-32 of the
surveillance notice and Create a policy on video surveillance Croatian Act on Implementation of the GDPR)
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Olivia generates a video surveillance

Apply

rreate a notice on the processing of personal data through the video surveillance system notice based on the responses
provided in the form.

* Enter the name of the controller (company/organization name). / \

Hotel Opatija

* Enter the contact information through which the respondents can exercise their rights.

dpo@opatija.com

THE PREMISES ARE UNDER
VIDEO SURVEILLANCE

* Enter the legal basis on which you process personal data via video surveillance.

legitimate interest

DATA Hotel Opatija
CONTROLLER:

* Enter the recording retention period. CONTACT dpo@opatija.com
INFO:

2 months

Purpose of processing: protection of people and property

Legal basis: legitimate interest

* Where can the respondent find complete information about the processing of personal data by the controller?
Recording retention period: 2 months

Respondents' rights (of natural people recorded by video surveillance cameras):
The right to access your personal data, the right to dele}e them, the right to limit their
processing, and the right to object to their processing

oA Compl information on the proc ing of your personal data by the
controller can be found in the Privacy Policy available on website opatija@hotels.com
* Enter a link to the website where the respondent can find complete information about the processine of personal data by the controller. i.e. a link to the Privacy Policy, \
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OLIVIA ! After reading educational materials and watching
video, user can take a quiz to test its knowledge

Croatian Personal Data Protection Agency i 1
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GDPR topics

Leam

Legal Basis for Data Processing

-m LAw A":""" i " it o et e
W’@i— “ 1 ¥y “ =l =

List of lessons

(O

What are the legal bases for processing Determine the legal basis for Consent for personal data processing

personal data? processing personal data

( Law O
. o Course Legal Basis for processing of personal data
() 3 ‘ consists of theoretical part (module) and practical

part (3 modules)

Olivia- virtual assistant for GDPR compliance
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List of lessons

Introduction

Legal basis for data processing

Consent as a legal basis for
data processi

Contract as a legal basis for
data processing

Legal obligation as a legal
basis for data processing

The vital interests of the
individual as a legal basis for
data processing

Public task as a legal basis for
data processing

itimate interest as a legal
basis for data processing

Video

| @ Quiz

Croatian Personal Data Pre

azm»p

rija za zastry osobnih podataka

ction Agency

4. An organization/company may rely on a contract as a legal basis for the processing of personal data where a contract
with an individual exists and the organization/company must process the personal data of the opposing party in order
to fulfil its obligations under the contract.

5. An individual has requested an offer from an organization/company because they want to purchase a service. Itis
necessary to process certain personal data of clients. However, such processing cannot be based on a contract but
could be based on a legitimate interest.

or: False
swer: False

on/company, provided that the

6. The general terms and conditions are a contract. The organization/company has stipulated in the general terms and
conditions that the processing of personal data is necessary to improve our service (purpose), In this way, we have
“covered” all possible processing of personal data and do not expect any unpleasant surprises because our clients
have agreed to such a contract.

ar: False @
wer: False

eness raising campaign for SMEs Il - ARC I
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After taking quiz, Olivia will generate the report with
correct answers and explanations.

8. The General Datas Protection Regulation (GDPR} sets very high standards for comsent, Consent means to offer
Individuals real chalce and control over their persanal data, meaning that they are informed of your intentions and
have the right to decide whether they consent to what you intend to do with their personal data

Trus

8. The organization/comgany processes personal data through coohles an the website. In order 10 make it easier for
visitors 1o accuss the site, they use pre-ticksd consent boses, and wiers can unchock 1he box, We are awars that due to
the law we are obliged to collect comsent for cookies, To make It easior for oar visitors on the website, we decided to
offar tham bases where they can opt out from consent if they don't want this kind of dats processing

False

False ~

Olivia- virtual assistant for GDPR compliance
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Part Il - If the SMEs rely on consent or legitimate interest there are more questions on validity of these legal basis
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ask mdiiduals to freely choose thesr own actions and

1 data. When we atk for conzent,

Apply * 1 In our business, we usk con:
make 3 decaions regarding data pr

Determine the legal basis for processing personal data

5, we asked for several conzents at the same time. For example, publishing 2 phota of the warker on the internal intranet, on o e with  description

od 2 special hox for cach of these actions.

*2. Inour butines:
of the work that the persan performz, 3nd on the social media. We have pc

Part | - Identifying legal basis for data processing

* 1. In our business we do process perzonal dats because toch procezsing iz prescribed by faw

tin this context is 15 years oid, we coly seck con:

chidren. Since we know that
5 fand parentai-co

* 3. In our butiness, we offer online services direct!
i e checked their age by ago verification me:

Practical modulel:
Consists of set of
questions that will
help SMEs to identify
legal basis for
processing of personal
data

M

In our business we

* 4.1t is our busi philosephy ta ensure wathdrawal of 2

tn our buniness we rely on Terms of service o simitar document for proce:

3 of pessanat data.

b. Legitim

* 5. Inour bunae:

we do refay on fegitimats it ng personal data

* 4. Inour buiness, we sometimes makes pre.contract oc zend an offee to conciude 3 coats

st we have identified k

* & When relaying ieg s for the processing of perzonal data, i

* 5. In our business we process personal data o save or protect someone's ife or vital interest such as health

7. When conducting be = take inta consideraticn impact on the persons whase data will be processed.

* . In our business we process personal data in order tn

* i When taking ints consideraticn impact on the persons, we are thinking sbout the nature af personal data

* 7. Inour buniness we process personal data i putilic internst

we are thinking 3bout the way of data being processed.

&3 b o Dusiarsk. sometin Individushs chn Heckde for th * 8. When taking into consideration smpact ca the perzan:

clves whether or ot to consant to the proce

g of their personal data

deration mmpact o the persons, we are thinking sbout poszsible harmful conzequences foe individual

* 5. In our business it ix possibie 1o stop data processing at the requast of an indiidual
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Consent for personal data processing
|mcxamding be tha Artidu T of the d0PK)]

Special notes:

#  Theconsent forthe child is gvenf/authonsed by the parent/hiolder of parental resparsibilitg
except in the case af affering information sockety servces directly to a chile alder than 12
years [the conbroller must make reasonable effort to verfy ith,

* It is necessary o infarm the individual espedally about the processing of data for
automated decision-making individeals and abaut the possible rikes of data Eransfer and
apprapriate safeguards which were taken.

w If the consent (s given in the conbext of a written cedarabon which alse concerns other

i miatters, the request for consent chall be presented In a mamner which is clearly
400N Doe ditnguishable fram the other matters, in an intelligible and casily accessible farm, using

S Antor name wan

clear and plain bnguage.

ssary to enter an identification speofcanan

Hame/surnams
lohn Doe

Mestfication specifcation
123572

Contact info
“ Emtor ientfcation specificataen johm.doed gmail.com

Typefcategory of the data
mame, surname, photo

Processing to be carrled owt
publishing of personal data

LIE NRCBARArY 10 evler the name of (e parentlegal repressatanjve
I COMSENT TO THE FERSONAL DATA PROCESSING FOR THE FOLLODWING SELECTED AMD SFECIFIC FURPOSES:
.
D an websie of the organisation
D on saclal media of organisation
Enter contact info
D I confiom that | s aware | may refuss this consent or withdraw it at any time. Also, | am awara that the
processing Is legal wntil the moment of withdrawal.
Enter type/category of the data MOTE: Consent applies only to the siabed processing purposes and the stated aiegories of personal data. The processing of
parsonal data may nat be used for any ather purposes. The processing of these categonies of parsanal data will be carmied out in
. sy Lt accordance with the GODPR. IF an individual wishes to withdrew consent, hefcshe may do so inowriting to the address

i dpo@organisation.com, by e-mall to the addness: dpo@arganisatsoncom, or in person to the addness of the registered office: XY

carriod put

Place/Date Signatune
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Conducting Legitimate Interest Assessment to
demonstrate legitimate interest as lawful basis for
processing of personal data

RENESS BASNG
AMBPAICN FOR SMEs

Apply

Legitimate interest assessment

STEP 1: Purpose test

Example:

The data controller is involved in organizing seminars
and workshops across diverse fields. To promote these
events, the data controller intends to send newsletters
to the official email addresses of data protection MR A
officers. To obtain these email addresses, the data
controller plans to collect publicly available email
addresses from the websites of organizations. |

Your legsthmane imterest 18 i 2ccortante with the law!

v’ After responding to 46 questions, Olivia generates
Legitimate Interest Assessment form
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Apply

Legitimate interest assessment

TEP 2: Necessity test

ssessment of whether processing is necessary for the purpose you have determined.
* Will this process really help you achieve your purpose? STEP 3: Balancing test
YES

A Naturw of personal data

. . 4 this spediel Categery dabs o a1 on crimiadl convwiions s offence
* Is the processing proportionate to that purpose?

YES

Wt dats wlincls Shely consater (Mo dala speciluafy “gewate™?

* Can you achieve the same purpose without processing?

NO

O yeut process datd sbout Childran ur dats (wlating (0 uther vulnerable poug !
* Can you achieve the same purpose by processing less data or processing data in another more obvious or less intrusive way?

NO

4 the dats of B darta sutypects related W thew persanal or grodessions Capacity

=3
Save for later

4 thin & Lange- scalo persansl 23ta pratesiing!
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B P, I, LT I AL IS WY IS 1R A R s 1 LR | By U AL A I Since the conclusions reached in all three previous steps are affirmative, we can rely on our
- .= - - - . - el
considers that the legitimate interest of the data controller outweighs the interest in protecting legitimate interest for the processing of personal data in this case.

the personal data of the data protection officer who will be contacted.

DENESS <

N FOR SMEs

How hawve you assessed their legitimate expectations [e.g. through focus groups, market Comments: We have demanstrated our
research, other types of consultation)? legitimate interest.
Na.

Have you informed the respondents about their right to Will you offer individuals the
Are you transparent with the data subjects? object to the processing of personal data? opportunity to object?
Yes. Yes

The assessment was carried out by: John Doe

If applicable, are you transparent with data subjects about the reuse of data for other purposes?
Yes.

Are there any other factors in certain circumstances that mean that individuals would or would Date: 10.06.2024.

not expect processing?

Nao.
C. Likely effect on individuals MEXT STEPS:

- Document this assessment and review it as needed.

- If necessary, carry out a data protection impact assessment.

- Include details of your purposes and legal basis for processing in your policy/data
protection notice/privacy policy.

What are the possible effects of processing on individuals?
No possible negative effects.

Will individuals lose control over the use of their personal data?
MNao.

What is the likelihood and severity of any potential negative impact on data subjects?
Low.

Are individuals likely to abject to the processing or will they consider it intrusive?
MNa.

Will you explain the processing of personal data to individuals if they request it?
Yes.

Are there any legal consequences for respondents arising from the personal data processing (e.g.
automated decisions)?
Ma.

Are you going to adopt some safeguards to minimize the likelihood of such negative impacts?

The data controller has established protective measures to limit the undue impact of data
processing on the data protection rights of the data protection officer. Primarily, the ability to
ohject to data processing for marketing purposes has been provided, and data protection officers
have the option to unsubscribe from the newsletter database. If an officer chooses to unsubscribe
from the database, their personzal data is permanently deleted, and they will no longer receive
newsletters. Furthermore, in ling with the principle of data minimization, no additional information
about the officer is stored except for the email address.
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SMEs can complete the form (35 questions) and Olivia will generate the DPIA template

Apply
Conduct a data protection impact assessment yey

Conduct a data protection impact assessment

STEP 1: Identification of need } " be i

* Why do you think It IS necessary to carry out 3 data protection Impact assessment procedure? m m

The data controfler, Package Itd. (hereinafter referred to as the Company), Is a provider of postal services [delivery service)
The Company is implementing a system to track the movements and locations of detivery and personal vehicles in its official fleet, Since the company's vehicles are operated
by employees during and outside waorking hours, and these vehicles are also used for personal purposes, the Company is conducting data protection impact assessment

based on the decision of the Data Protection Agency on the establishment and public disclosure of a list of types of processing activities subject to a data protection impact
assessment requirement

Example: The Company is implementing a GPS system to track the

movements and locatjons of delivery and personal vehicles in its official

[ provious [ on | fleet. Since the company's vehicles are operated by employees during and

outside working hours, and these vehicles are also used for personal

B purposes, the Company is conducting data protection impact assessment

based on the decision of the Data Protection Agency on a list of types of

processing activities subject to a data protection impact assessment

requirement (this is processing that is likely to result in a high risk to the
rights and freedoms of natural persons)

Save for later
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N
Consider how to consult with relevant stakeholders: describe when and how you will seek Describe the source of risk and nature of potential | Likelihood of | Severity of | Overall STEP 7: RECORD OUTCOME
individuals’ views — or justify why it's not appropriate to do so. Who else do you need to involve impact on individuals. Include associated compliance and | harm harm risk
A T ) = Item Name / Date Notes
within your organisation? Do you need to ask your processors to assist? Do you plan to consult corporate risks s necessary.
ininration secHity Sperts, oranv other e Unauthonzed access to employees’ personal data. Possible Serious MMedium Measures approved by: Director of Company intagrate Actoris back nta project
; £ £ et Fins iy m = % plan, with date and responsibility
The employ: ges ha\e.bee.n 'flﬁme’_d of-pr.oe;g;mg of me-lr pe{sclmall data. Consxfl:ano.. has been Data subjects, (employees] are unable to exercise their | Possible Serious High for completion
;onducced with the workers' council. We have consultad security experts and asked help from the data protection rights.
ata processor.
E o Sigmificant | Medium Residual risks approved by: | Director of Company If accepting any residual high risk,
Dataloss consult the DPA before going
zhead
DPO zdvice provided: John Doe DPO should zdvise on compliance,
EP 6: IDENTIFY MEASURES TO REDUCE RISKS step 6 measures and whether
Identify additional measures you could take to reduce or eliminate risks identified as medium or Processing can prdceed
high risk in step 5 Summary of DPO advice: The risks have been reduced. The data p ing can take place.
STEP 4: ACCESS NECESSITY AND PROPORTION Risk Options to reduce or eliminate risk Effect on Residual Measure
¥ = T z © S : Z risk risk approved
Describe compliance and proportionality measures, in particular: what is your |lawful basis for
processing? Does the processing actuzlly achieve your purpose? Is there another way to achieve the Unauthorized | Implemented strict access controls to | Reduced Low Yes
same outcome? How will you ensure data quality and data minimisation? What information will you access to | ensure that only authorized personnel £
give individuals? How will you help to support their rights? What measures do you take to ensure employess’ have access to the GPS data The DPO advice accepted orf - Ifoverruled, you must explain your
processors comply? How do you safeguard any interational transfers? personaldata | strong authentication methods and overruled by: gl
role-based zccess controls are used to
The processing is based on the legitimate interests of the Company - processing personal data for the limit who can view or use the data. Comments:
purpose of protecting the company’s personnel and property, and providing a better service The GPS data are encrypted both in
Company has conductsd an assessment of legiti interest, and the assessment is documented. transit and at rest o protect it from
unauthorized access. It is ensured that
The amount of datz collected through the system has been runmimuzed. The system records only encryption  keys are  securely Redused Law Yes
vehicle data - type/use, license plate number..., and locztion datz - movement, stops, idle time, speed, managed.
_accelex:auon, sudden braking, exceeding the speed limit.. that can be linked to the employes, or Dt cibiacliE el o ad  transparent Consultation responses | - If your decision departs from
identify them (empl o;ee:]'y aré informasion o smplovess about the reviewed by: individuals' views, you must
We have signed the contract from Article 25 with the data processor. We don't transfer data to third {ma.hl_e o BSURSsS of OPS W woak dataty SXplaln your eesons
countries. The purposes of processing can't be achieved in other way. exercise  their | Y50 sgllscted, Row i will bs used c
data protection | 334 haix righss rszarding thslr data. ORITENTS
rights. Copdusted  Saiping  ssssioms to
sducats stoployass on data progection
bgsk PERRKGES
Data loss OFS dana :f_e é@% SSRREE 352 This DPIA will be kept under | John Doe The DPO should also review
STEP 5: IDENTIFY AND ASSESS RISKS 3tz foss M;E! !““;‘!m's' = !vfor data scuti o Beduged Lo review by: ongoing compliance with DPIA
Yes
Regwianiy ravisw angd updats sesunin
ME3MEES. 0 PIRMRCE agamist data
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* 2. One of the tools that my orgamsation/campany uses i its business 13 a loyalty program

Should | appoint a data protection officer?

* 3, Yoo ore engaged in providing touststisports/wellpesy/ Fitness health services. In yoer butiness, you offer wearable electronic d
otherwrie coliect their heslith data, and based on the resulls collected, your organsation/company makes health recommendatio

s that track individualy' habits or

"4 You use GRS Lo track vehicles In your otganisation/compary 1o arsire that yousr tervers do their job offcmeatly and salaly

5. Your organisation/company has the right to contract the acceptance and isuance of bank cards, 23 wetl 23 1o manage busineys operations in the countries for which it has
wib-franchise rights or your organization/company is selling insursncs

OLIVIA

Connected courses R wpics

* €. In your business you conduct scentific research (e.g,, bealth chinicl

T, Your prganisation/company proviches se

cos Of anatynis of Lraflic on websites Tor the purpose of targeted sdvertising and marketng for capaniaations/companies whons

i actsnty is the dstribution of goods or savvices

Wha k& the data protecton officer and

what are his tasks T 0. Your oeganisation/company s engaped i the provisien al ocoupational haslih services 10 muitiple companses as an axtern al Processor

B BN B Em e En
| conncn |
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